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Abstract. This paper overviews fire safety monitoring methods for a facility and state assess-

ment methods for socio-economic systems used in fire safety. As discovered, none of the exist-

ing fire safety monitoring systems has a decision support procedure for adjusting a parameter 

(or several parameters) deviating from a given range. The majority of fire safety monitoring 

systems only assess the state of fire protection systems and transmit information on their trig-

gering to the operational services. Thus, fire safety monitoring is simplified to assessing the 

state of fire automation systems, which cannot objectively reflect the fire safety state of the fa-

cility. As established, the integrated rating procedure is a most developed tool for assessing the 

state of a complex socio-economic system. This procedure is widespread in the theory of active 

systems. Its application to fire safety assessment is described. The existing contradictions in the 

management of fire safety systems are revealed, and some ways to resolve them are presented. 
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INTRODUCTION  

Presently, the concept of a fire safety system as a 

controlled object is absent: this procedure is not de-

scribed, there are no criteria for assessing the efficien-

cy of fire safety systems, and the heads of organiza-

tions do not understand what they need to manage.  

For details, see part I of the survey [1]. In addition, 

despite many approaches to fire safety assessment, 

they are difficult to implement for the facility’s head: 

he or she needs deep knowledge of the subject matter 

and the availability of appropriate qualifications and 

tools (computer programs).  Thus, the head cannot as-

sess the safety of his or her facility without qualified 

specialists. 

Monitoring is a method to assess the current state of 

a facility, including fire safety. It is defined as a sys-

tem of continuous assessment, control, and manage-

ment of the facility’s condition depending on its envi-

ronment [2]. Monitoring systems are widespread in 

various spheres of human activities [3–7], including 

the complex safety of buildings [8, 9].  

Concluding the survey, part II considers methods to 

monitor the facility’s fire safety and assess the state of 

socio-economic systems used in fire safety. 

1. FIRE SAFETY MONITORING METHODS FOR FACILITIES 

Fire monitoring has been developed quite recently. 

The first elaborated solutions are associated with the 

appearance of Strelec-Monitoring, a hardware-

software complex (HSC) for emergency monitoring 

and warning. In the book [10], the concept of con-

structing a radio-channel fire safety monitoring system 

for facilities was proposed. The use of radio channels 

was justified, and their advantages over traditional tel-

ephone lines were shown. As noted, the main cause of 

severe consequences (mass deaths) is the inability of 

the existing fire detection systems to transmit signals 

about the fire directly to the fire departments (call de-

lays). The requirements outlined therein concern relia-

bility, noise immunity, and other technical parameters 

of monitoring systems. However, there is no clarity 

about the parameters to be monitored. Several fire 
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monitoring problems in the Russian Federation were 

touched on, but they relate only to legal aspects of 

monitoring and not its type, tasks, or other technical 

characteristics. Thus, the proposed monitoring system 

is actually a system for transmitting information about 

the element(s) of the automatic fire alarm system trig-

gered to the Federal Emergency Service and sending 

fire and rescue units based on this signal. 

Another newly developed solution is Prometheus, 

the national unified analytical fire safety control sys-

tem for buildings [11]. According to the official web-

site, the system remotely controls fire protection sys-

tems in buildings, monitors their maintenance, and 

manages databases of all participants in the fire protec-

tion market. As supposed, Prometheus will form a fire 

safety rating of an organization. Based on the current 

system functionality, the rating will be formed by as-

sessing the performance and maintenance of fire pro-

tection systems. However, it seems rash to judge the 

facility’s fire safety by this indicator: fire safety and its 

state are much deeper and broader concepts. Scientifi-

cally grounded methods are implemented here; see part 

I of the survey [1]. This system may be considered a 

higher level of HSC Strelec-Monitoring. However, it 

merely controls and transmits information about the 

state of fire protection systems and cannot be called a 

monitoring system: there are no methods to control the 

parameters in real-time. Generally speaking, fire safety 

monitoring in this system is treated as the operational 

control of fire protection systems. Such an approach is 

rather superficial.  

Nowadays, fire monitoring is the most elaborated 

area. The dissertation [12] described remote fire moni-

toring models with current fire state assessment in a 

building. When a fire occurs in a building, the task is 

to obtain actual data on its growth and dynamics to 

ensure the safety of fire and rescue units. The author 

developed a decision support method based on fire 

monitoring. It represents a multilevel procedure for 

analyzing and ranking decisions by preference. No 

doubt, the procedure is useful at the fire occurrence 

stage. But such a problem statement goes beyond the 

scope of this paper.  

Another example is the logical and probabilistic 

approach to the state monitoring of a potentially haz-

ardous facility, particularly scenario modeling of acci-

dents, developed in [13]. The monitoring of potentially 

hazardous facilities was defined as the continuous col-

lection of information and the observation and control 

of a facility, including risk analysis, measurement of 

technological parameters at facilities, emissions of 

harmful substances, and environmental conditions in 

the adjacent territories. Monitoring is based on the in-

teraction of two blocks: informational (data acquisi-

tion, processing, and presentation) and expert (scenario 

processing, modeling, and (or) forecasting, including 

assessment of the results). As a monitoring indicator, 

the author used a set of parameters determining the 

facility’s safety and describing the system state at a 

given instant. Despite the relevance of this work, its 

drawbacks are a general set of monitoring parameters 

and no information about their sources. 

In addition, methods are developed to control the 

state of the fire environment within an automatic envi-

ronmental monitoring system [14]. An approach was 

proposed to integrate fire alarm and extra-early detec-

tion sensors to control the gas contamination level of 

the premises. The ambient temperature in the control 

area, the level of carbon monoxide, and smokiness 

were monitored. Test results showed a 25% increase in 

the accuracy of fire detection and a 37% increase in the 

total reliability of the system. Despite the positive test 

results, the research is more about solving an engineer-

ing problem than a scientific one. As expected, in-

creasing control means will improve the efficiency of 

fire detection; monitoring parameters are supposed 

known to fire safety experts.    

Note another monitoring system used after fire oc-

currence and development [15]. It is intended to assess 

the safety of fire and rescue units while working at 

steel truss structures in fire. Monitoring is carried out 

by the structure failure index (the probability that the 

entire structure will collapse when one of its elements 

collapses). The idea is to install temperature control 

sensors only on the elements critical for the structure’s 

stability. The significance of different elements for the 

structure’s stability is calculated in advance. When a 

fire occurs, the sensors transmit the environmental pa-

rameters, and the structure failure index is evaluated. 

As demonstrated by computer simulations, the slab 

collapse can be predicted 180 s before its occurrence. 

This time is enough for the fire and rescue units to 

leave the hazardous area. The approach considered in 

[15] is valuable for fire monitoring but only at the fire 

occurrence stage (like the one proposed in [12]). 

Modern technologies are actively introduced in 

monitoring. For example, we mention a conceptual 

fire-fighting monitoring system based on the Internet 

of Things (IoT) technology [16]. Using various sen-

sors, the system monitors current information about 

the pressure in the fire-fighting system, the tempera-

ture and humidity of the environment, the voltage of 

electrical equipment, the position of control valves, 

and the triggering signal. An early fire detection model 
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was proposed based on a neural network. However, the 

principles of its operation were not described. In addi-

tion, the five-point rating scale was introduced to as-

sess the fire safety of a building, but the grading meth-

od was not specified. Based on the monitoring parame-

ters, we suppose that the fire safety level is assessed by 

the current state of the automatic fire-fighting system. 

In general, the approach presented by the authors is 

interesting and needs development. Like in the previ-

ously considered publications, monitoring is carried 

out for the technical elements of fire protection sys-

tems.  

There are several regulations and documents in the 

state standards on fire and emergency monitoring (e.g., 

the state monitoring system of critical and potentially 

hazardous facilities and dangerous cargos [17]). The 

object of monitoring is the safety state of such facili-

ties and cargos. This concept does not distinguish any 

parameters to be monitored, defining control areas on-

ly. Its peculiarity is automated decision support to min-

imize the consequences of an emergency. In general, 

this concept describes in detail the functions, composi-

tion, and operation of the monitoring system. Despite 

the obvious relevance, this area has not been properly 

developed, remaining merely a concept.  

Note the state standard [8] on the foundations and 

design principles of a structured system to monitor and 

control the engineering systems of buildings and in-

stallations structures (MSIS). Its functions, composi-

tion, information exchange procedure, and other as-

pects are defined. This system is designed for poten-

tially hazardous and critical facilities. MSIS should 

forecast and prevent emergencies by monitoring and 

determining parameter deviations from the nominal 

values. The monitoring parameters include the follow-

ing [8]: 

– fire occurrence; 

– failures in the heat and water supply systems; 

– failures in the power supply system; 

– gas supply failures; 

– failures in elevator equipment; 

– unauthorized entry into the premises; 

– increased radiation, maximum permissible con-

centrations of chemically hazardous substances, etc.; 

– flooding of premises, drainage systems, and tech-

nological pits; 

– deviations of technological processes from stand-

ard modes; 

– changes in the structural elements of the building; 

– the state of fire and emergency protection sys-

tems; 

– the state of engineering protection; 

– the condition of areas with a high probability of 

dangerous natural processes (landslides, avalanches, 

etc.). 

Structurally, MSIS consists of three subsystems: 

data collection and messaging, communication and 

crisis management, and monitoring of engineering 

structures. MSIS operates in the following way. The 

system continuously monitors factors affecting safety; 

in case of any deviation from the norm, it transmits 

information to the dispatcher for warning and decision-

making. This system has no decision support modules 

that would suggest a set of alternative decisions. The 

MSIS function is to warn about changes in the facili-

ty’s state. 

The document [9] defines and regulates the con-

struction of a system to monitor automatic fire protec-

tion systems and signaling on the centralized 01-112 

service panel. This system should collect data on fires 

(accidents) and natural disasters; monitor the reliability 

and operability of fire protection systems. The system 

makes fire (fire, alarm, etc.) and service (malfunction, 

loop disconnection, etc.) notifications. Like MSIS, it 

provides no decision support during monitoring. The 

system’s functions are limited to transmitting messag-

es about the state of the fire protection systems to the 

authorized organization.  

Thus, the monitoring systems considered above 

transmit information about the state of fire protection 

systems to the authorized organization (fire and rescue 

department). In addition, several parameters are simply 

monitored, and their values do not affect the control of 

the facility’s state.  

This situation can be explained by two expert opin-

ions dating back to the late 1980s; see [18]. According 

to Acad. Yu.A. Izrael, monitoring is a system of ob-

servations to identify state changes under human activ-

ities, which includes observation, assessment, and 

forecasting of the environment state and does not in-

clude quality management for the environment and 

human activities [19]. His opponent, Acad. I.P. 

Gerasimov defined monitoring as a system of control, 

assessment, and management of the environment, 

which must be purposeful, interconnected, and effi-

cient [20]. Moreover, the efficiency of management-

free monitoring may cause some problems (the redun-

dancy and insufficiency of information, no demand for 

information, etc.). As for fire safety, we accept 

Gerasimov’s viewpoint in this paper. The primary 

problem in fire safety management (like in the man-

agement of any organizational system) is to monitor 

the system’s current state, i.e., understand the starting 

point of management.  
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According to this analysis, fire safety monitoring 

methods for facilities are at the initial stage of devel-

opment. As a rule, the state of fire protection systems 

is monitored, and data on their triggering are transmit-

ted to the operational services. This is due to the fol-

lowing factors: no indicator characterizing the facili-

ty’s fire safety state and, consequently, no technical 

solutions to obtain the values of monitored parameters. 

Moreover, none of the systems considered above mon-

itors organizational measures (the observance of fire 

safety codes). Meanwhile, see part 1 of the survey [1], 

it is one of the most frequent reasons for fire occur-

rence. At the current development stage, fire safety 

monitoring systems for facilities need more parameters 

than those related to the operability of fire protection 

systems. The latter systems are designed for situations 

following fire occurrence. In addition, none of the 

monitoring systems in fire safety has a decision sup-

port procedure to adjust the values of parameter(s) de-

viating from the nominal range.  

Based on the above considerations, we concretize 

the term “monitoring” for the facility’s fire safety. Let 

us introduce the following definition. Fire safety moni-

toring for a facility is a regular purposeful activity that 

includes (a) assessing the facility’s fire safety state 

based on a set of characteristic factors (in particular, 

organizational and technical measures), (b) control of 

this state by determining any deviations of the parame-

ter values from the nominal range, and (c) decision- 

making in the case of such deviations. Thus, a topical 

problem is to identify a set of factors determining the 

state of fire safety and establish the relationship be-

tween them and the degree of their influence on the 

entire facility’s state. 

2. STATE ASSESSMENT METHODS                                 

FOR SOCIO-ECONOMIC SYSTEMS:                          

APPLICATION TO FIRE SAFETY 

Let us consider the existing state assessment meth-

ods for socio-economic systems. We begin with sever-

al terms.  

Fire safety is the state of a facility characterized by 

the ability to prevent fire occurrence and development 

and the impact of fire hazards on people and property.
1
 

Fire safety codes are special social and (or) tech-

nical conditions established to ensure fire safety by 

federal laws and other normative legal acts of the Rus-

                                                           
1 Federal Law of the Russian Federation of July 22, 2008, No. 123-

FZ “Technical Regulations on Fire Safety Codes.” 

sian Federation as well as regulatory documents on fire 

safety.
2
 

Fire safety measures are actions to ensure fire safe-

ty, including the implementation of fire safety codes.
2
  

Fire prevention is a set of precautionary measures 

to eliminate the possibility of fires and limit their con-

sequences.
2
 

Thus, no term currently characterizes the fire safety 

state. We define it in the following way: the facility’s 

fire safety state is a set of organizational, social, and 

technical factors that determine the facility.  

The state of most systems in the first approximation 

can be described by a set of factors (parameters) af-

fecting their operation. The state assessment problem 

reduces to determining such factors (parameters), es-

tablishing their functional relationship, and obtaining 

qualitative or quantitative metrics of the factors. As-

sessment means both the process and result of meas-

urement [21]. In this study, we comprehend assessment 

as the result of measuring the current state of a system. 

Consider several research works devoted to state as-

sessment.  

In the previous section, mechanisms for assessing 

the safety of potentially hazardous facilities have been 

described. They involve the theory of active systems. 

Let us consider this technology in detail.  

The integrated rating procedure of complex socio-

economic systems [22] is based on a hierarchical rep-

resentation of the goal tree. The main idea is to dis-

aggregate the tree vertices using the dichotomy method 

[23], convoluting vertex pairs up in the hierarchy. This 

procedure considers both quantitative (measurable or 

calculated) indicators and qualitative ones determined 

through expertise.  

The procedure includes the following steps.  

Step 1. Choosing n directions to assess the facility’s 

state.  

Step 2. Dividing all directions into subgroup 1 (ob-

jective estimates that can be measured, calculated, etc.) 

and subgroup 2 (expert estimates).  

Step 3. Forming a unified rating scale for 

all n directions. 

Step 4. Determining local estimates for the direc-

tions in subgroup 2.  

Step 5. Determining the object’s characteristic indi-

cators for each direction in subgroup 2.  

Step 6. Developing a scale to recalculate the indica-

tors (Step 5) into local ratings.  

                                                           
2 Federal Law of the Russian Federation of December 21, 1994, 

No. 123-FZ “On Fire Safety.” 
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Step 7. Determining the significance of the indica-

tors (Step 6).  

Step 8. Measuring or calculating the indicators of 

subgroup 2 (Steps 5 and 7).  

Step 9. Recalculating the indicators in subgroup 2 

into local ratings.  

Step 10. Determining the facility’s local estimates 

for the directions of subgroup 1.  

Step 11. Determining a pair of directions to convo-

lute the local estimates into a generalized one.  

Step 12. Forming convolution matrices for the 

pairwise comparison of the local and generalized esti-

mates. 

Step 13. Forming the facility’s integrated rating.  

This procedure yields the integrated rating of a 

complex socio-economic system (organization, project, 

etc.). It was used for fire safety problems in several 

publications.  

For example, the author [24] adopted the theory of 

active systems and the integrated rating procedure to 

develop models and mechanisms of fire safety man-

agement in a region. Fire safety in a region was char-

acterized by three criteria: injuries and deaths in fires 

and the amount of material damage. The criteria were 

assessed using the four-point rating scale. In addition, 

the level of fire safety in the Voronezh Region was also 

assessed: as discovered, the level of fire safety de-

creased by 3% from 1996 to 2001. An appropriate pro-

gram was developed to improve it.  

This approach was further developed in [25]. The 

author proposed models and algorithms for fire safety 

management based on regional development programs. 

The three fire safety indicators of the previous study 

were supplemented by the number of fires. However, it 

was excluded at the next step due to exceeding the ad-

missible relation with other indicators. Obviously, the 

number of fires is the main indicator affecting the oth-

ers (the number of deaths, injuries, and the amount of 

material damage). 

The approaches [24, 25] were an attempt to assess 

the level of fire safety, but the results seem debatable: 

the number of deaths and injuries and the amount of 

material damage are unacceptable and rather rough 

criteria. They can be used to assess fire safety 

measures in the first approximation but not the fire 

safety level. 

The considerations presented above lead to the fol-

lowing conclusions. Currently, the integrated rating 

procedure, proposed by Prof. V.N. Burkov [22], is a 

most developed tool to assess the state of complex so-

cio-economic systems. This procedure is efficient 

enough and can be adapted to assess the facility’s fire 

safety system. At the same time, when the number of 

state indicators increases or their structural relations 

change, the procedure should be repeated, including 

expert assessment. This procedure was used to assess 

the fire safety level. However, the corresponding re-

sults are not applicable to assess the facility’s fire safe-

ty state. Thus, fire safety state assessment methods for 

facilities require development. 

CONCLUSIONS 

Concluding part II of the survey, we note the fol-

lowing: 

 According to the analysis, fire safety monitor-

ing methods for facilities are at the initial stage of de-

velopment. As a rule, the state of fire protection sys-

tems is monitored, and data on their triggering are 

transmitted to the operational services. This is due to 

the following factors: no indicator characterizing the 

facility’s fire safety state and, consequently, no tech-

nical solutions to obtain the values of monitored pa-

rameters. Moreover, none of the systems considered 

above monitors organizational measures (the ob-

servance of fire safety codes), one of the most frequent 

reasons of fire occurrence. At the current development 

stage, fire safety monitoring systems for facilities need 

more parameters than those related to the operability of 

fire protection systems. The latter systems are de-

signed for situations following fire occurrence. In ad-

dition, none of the monitoring systems in fire safety 

has a decision support procedure to adjust the values of 

parameter(s) deviating from the nominal range. 

 Currently, the integrated rating procedure, 

proposed by Prof. V.N. Burkov [22], is a most devel-

oped tool to assess the state of complex socio-

economic systems. This procedure is efficient enough 

and can be adapted to assess the facility’s fire safety 

system. At the same time, when the number of state 

indicators increases or their structural relations change, 

the procedure should be repeated, including expert as-

sessment. This procedure was used to assess the fire 

safety level for a region only, and the set of indicators 

was quite debatable. However, the corresponding re-

sults are not applicable to assess the facility’s fire safe-

ty state. Thus, fire safety state assessment methods for 

facilities require development. 

Let us summarize the problems of managing the 

fire safety system of a facility. This research area faces 

several serious challenges and contradictions: 
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 The head of a facility (organization) is charged 

with ensuring fire safety (managing the fire safety sys-

tem), a criminal liability is stipulated for violating fire 

safety rules. However, no methods and algorithms are 

provided to manage such systems. 

 The community of engineers and researchers 

has developed many methods to assess the facility’s 

fire safety. Due to their complexity, the head of a facil-

ity (organization) cannot apply them without appropri-

ate professional training to assess the current state of 

the fire safety system and make managerial decisions. 

 Usually, studies of fire safety systems are fo-

cused on the strategic levels (region, state). At the 

basic level of a facility, there are still no technologies 

for managing fire safety systems (including problem 

statements and solutions) like, e.g., in the book [21].  

We believe that the starting point for resolving the 

challenges and contradictions is the following set of 

problems: 

– Conceptualizing the states of the facility’s fire 

safety system at different operation stages of the sys-

tem; 

– Developing a methodology for assessing the state 

of this system at different phases of the facility’s 

lifecycle; 

– Developing methods, models, and algorithms for 

managing the state of the facility’s fire safety system at 

different phases of the facility’s lifecycle; 

– Developing decision support methods for the 

head of the facility (organization) to manage the fire 

safety system; 

– Developing an information-analytical system to 

support fire safety system management.  

These problems should be solved in real-time. 
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