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Abstract. This paper considers the operational reconfiguration of an onboard equipment com-

plex with redundant heterogeneous and non-universal components for achieving fault tolerance 

and other operational and technical characteristics. An approach to building a redundancy man-

agement system (RMS) is formulated as a conceptual solution. This approach uses configura-

tion supervisors according to the number of previously developed competitive configurations of 

the complex. Each supervisor can be self-sufficient to execute the following functions: monitor 

the readiness and functional efficiency indicators of the components included in the correspond-

ing configuration; participate in arbitration for the right to implement the corresponding config-

uration in current conditions; initiate and control the operation of the corresponding configura-

tion. A three-stage algorithm of the RMS is proposed. It contains a sequence of paired arbitra-

tions of computers and configurations. An illustrative example explains RMS operation in dif-

ferent modes of the complex under detectable and undetectable failures of equipment compo-

nents and computers allocated for redundancy management. The proposed approach unifies and 

rationalizes the information and logical structure of redundancy management tools, thereby 

simplifying the creation of an efficient RMS with flexibility, a wide coverage of equipment and 

configurations, and a significant reduction of bottlenecks in the redundant complex. 
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INTRODUCTION  

The development of the national aircraft industry 

must meet the challenges caused by the general global 

trends in this field as well as the domestic conditions, 

peculiarities, and goals. Among the main lines of air-

craft development [1–4], a prominent place belongs to 

creating extremely reliable aircraft complexes of 

onboard equipment (COEs) with wide-range capabili-

ties and high competitiveness in the domestic and 

world markets. Due to the objectively limited reliabil-

ity of the element base [5], the single alternative to 

achieve this effect is creating reconfigurable redun-

dant
1
 COEs to ensure fault tolerance using their system 

properties. 

Finding rational ways to design reconfiguration 

systems for onboard aircraft applications is very topi-

cal, as shown by numerous publications in Russia [6–

9] and abroad [10–13]. Traditional reconfiguration so-

lutions include FDIR
2
 (Fault-Detection, Fault-

Isolation and Recovery Techniques). These techniques  

                                                           
1 A redundant technical system has capabilities exceeding those 

required for its normal operation [5]. 
2 URL: http://deacademic.com/dic.nsf/dewiki/422452 (Accessed 
November 1, 2020.) 
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imply the redundancy of complete configurations and 

component-by-component redundancy [7, 8], intended 

mainly for homogeneous parts of the system (in the 

sense of their structure and functions). In addition, 

more advanced approaches are known, e.g., the distri-

bution of functional tasks among the available hard-

ware resources of multiprocessor complexes [9] and 

the multi-agent interaction of onboard computers 

based on local dispatchers [14]. 

However, their common restrictions are narrow 

orientation toward specific resources managed and a 

complete focus on fault tolerance. At the same time, 

users of systems with heterogeneous equipment redun-

dancy are interested in reaching the maximum fault 

tolerance and, moreover, other operational and tech-

nical characteristics preferable in current conditions. 

This paper further develops the redundancy man-

agement approach [15] to increase its flexibility to het-

erogeneous and universal equipment components and 

improve the required integral characteristics of the 

complex. 

1. REDUNDANT RESOURCE CONFIGURATIONS 

The redundancy management approach proposed 

below applies to all components of a redundant COE: 

informationally separated devices (node, subsystem, 

system, etc.) or software products (module, applica-

tion) accessed only through appropriate inputs and 

outputs. Each component is indivisible in the sense of 

data flows. The set of components performing the 

same or interchangeable functions (within the efficien-

cy implemented by a component) forms the corre-

sponding redundant resource. 

A COE can serve its intended purpose at a given in-

stant only under the following condition: there is a 

special, minimally sufficient, operable set of its hard-

ware and (or) software components (called a configu-

ration). Assume that any operable configuration uses 

at least one component from each resource.  

Component redundancy [7] often has peculiarities; 

see the following typical cases in Fig. 1: 

a) For each resource, there are components with 

homogeneous interfaces and universal capabilities.  

b) Some resource has heterogeneous components. 

In this case, a barrier arises, insurmountable for inter-

component relations; the replacement of components 

in one resource requires a corresponding replacement 

of components in another (adjacent) resource.  

c) The non-universal components affect the recon-

figuration capabilities of the complex, narrowing the 

range of admissible alternative configurations. 

The fundamental point is that in such circumstanc-

es, the choice of alternative (substitute) components 

can be impossible or inefficient exclusively within a 

resource. Effective redundancy management may re-

quire considering alternatives between resource groups 

or, in the final analysis, between entire configurations.  

2. PROBLEM STATEMENT 

Let a redundant COE be represented by a set of K  

heterogeneous and non-universal informationally sepa-

rated components. Heterogeneity means different con-

nectivity, whereas non-universality means different 

functions performed. Due to some conditions, the 

components are divided into iK  resource groups: 

,i j ik K , iK K , 1,i N , 1, ij N ,        (1) 

where ,i jk  denotes the jth component in the ith group, 

N  is the number of resource groups in the COE, and 

iN  is the number of components in the ith group. 

Each component ,i jk  is assigned a pair of indica-

tors, the readiness index ,RIi j  and the functional effi-

ciency indicator ,FEIi j . The former’s binary value (1–

ready, 0–not ready) is an aggregate assessment of the 

component’s readiness (operability and completion of 

all preparatory procedures) by the monitoring system 

using built-in check (BiC) means. The latter’s real sca-

lar value integrally characterizes the component’s po-

tential contribution to the target function of some COE 

mode. The values of both indicators, ,RIi j  and ,FEIi j , 

can be determined a priori or measured for a current 

instant based on the results of monitoring and external 

target impact. 

In addition, the COE includes an onboard integrat-

ed computing environment (OICE), formally not at-

tributed to components, that implements data exchange 

between them and processes these data by given rules. 

The computing units of this system, further called 

computers for simplicity and denoted by rv , are also 

redundant: 

rv V ,     1,r R ,                       (2) 

where V is the set of computers
3
 engaged in the redun-

dancy management of the COE ( R  in total). Each 

computer is assigned the index RIr
 with a binary value 

(1–ready, 0–not ready). 

                                                           
3 Like communication means, computers may have different char-

acteristics. In this case, appropriate modifications are needed for 
the considerations below. 
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Fig. 1. Typical structure of a redundant complex of equipment: (a) with homogeneous universal components, (b) with heterogeneous components, (c) with 

non-universal components. 

 

For proper functioning, COE components are com-

bined by OICE means into operable configurations 

1 2( , ,…, , )q q N qm m k k k a   , 

qm M , 1q ,Q ,                         (3) 

with the following notations:   is the component in-

cluded in the qth configuration from each resource 

group; qa  is the aggregate process of data processing 

by OICE computing means in the qth configuration of 

the complex; M  is a finite set of configurations; Q  is 

the number of different configurations in the set M .  

Without loss of generality, any COE configuration in-

cludes one component from each resource group; the 

heterogeneity and non-universality of components are 

overcome by considering all competitive configura-

tions at the RMS design stage. 

The corresponding integral indicators are formed 

for each potential configuration (3) by the following 

rules: 

– The RI of a configuration is the conjunction of 

the RIs of its components:  

1 2RI( ) RI RI RIq Nm    Λ Λ Λ .         (4) 

– The PFE of a configuration is the result of ag-

gregating the PFEs of its components: 

1 2FEI( ) (FEI , FEI , , FEI )q Nm    ,    (5) 

where   is a scalar function. Depending on the char-

acteristics of the components and other conditions, 

various aggregation methods can be used (summation; 
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multiplication; choice of typical values; artificial intel-

ligence tools like regularization, normalization, or 

convolution, including networks with deep learning 

[16], etc.). 

The problem is to develop an approach (a con-

sistent set of algorithms, techniques, and methods) for 

operationally selecting a preferred element ( opt,v m ) 

from the direct product  
,

,r q r q
V M v m   containing:  

 a preferred computer v  (α-computer) for re-

dundancy management, characterized by 

opt

RI( ) 1,
opt

 no preparation errors for configuration ;
r

r

v

v
v

m


 


(6) 

 a preferred ready-to-implement configuration 

optm  with the optimal values of the integral indicators: 

opt
max

RI( ) 1
=opt

FEI max FEI( )
q

q

q

qm m M

m ,
m

m .



 


             (7) 

According to the second condition in (6), certain 

attributes are checked to verify that the configuration 

optm
 
given by (7) (the corresponding data in the com-

puter v ) meets the requirements. (In other words, the 

configuration is validated.) 

If there exist several configurations with the same 

FEI maximum, they are supposed equivalent, and the 

final choice can be made by some discriminative rules.  

The expression (6) and the first equality in (7) 

mean the fault tolerance of the entire COE; the second 

equality in (7), its optimal (rational) operational and 

technical characteristics (FEI). The approach is flexi-

ble due to wide possibilities of choosing or construct-

ing the function  . However, these issues go beyond 

the scope of the paper.  

3. CONFIGURATION SUPERVISORS 

The concept of a configuration supervisor [15] is 

central in the proposed approach. Each competitive 

configuration qm  is assigned a unique configuration 

supervisor CSq  from the set S  bijectively corre-

sponding to the set M :  

q qm M s S   . 

Each supervisor manages its configuration only, per-

forming several tasks: 

 It monitors RIi . j  and ,FEIi j  (1) for the com-

ponents within the configuration and all computers (2); 

it forms RI( )qm  and FEI( )qm  for the entire configu-

ration by the expressions (4) and (5). 

 It stores information about the configuration: 

the interconnections of different components, resource 

allocation, and other implementation data.
4
 

 It participates in a periodic competition (arbi-

tration with other supervisors) to identify the preferred 

configuration optm  by the rule (6); as a result, the cor-

responding CS acquires the dominant status (DCS):

opt opts m . 

 The DSC (winner of the arbitration) performs 

additional tasks: 

– It monitors RI( )rv  of the computers. 

– It executes the arbitration of computers (2) to 

identify the α-computer v  among them. 

– It validates the configuration optm  corresponding 

to the DCS opts . 

– It activates and controls the operation of the con-

figuration optm . 

– It coordinates all redundancy management proce-

dures for the COE. 

Figure 2 shows the place and role of CSs in the 

general architecture of the COE. 

Thus, each CS is an authorized representative of its 

configuration. Each CS executes the entire set of func-

tions to assess the readiness of its configuration, store 

relevant information, represent the configuration in 

arbitration, and activate it (the winner). 

This approach is similar to the multi-agent ap-

proach based on a distributed local dispatcher [14]. 

However, it differs in the following capabilities: 

– Achieving fault tolerance not only for computing 

resources but for all heterogeneous and non-universal 

equipment of the complex; 

– Parrying the errors of configuration readiness 

monitoring means by the cross-analysis of preference 

data messages during the paired arbitration
5
 of config-

urations (PAConf); 

– Parrying the failures and errors of computers un-

detectable for the BiC means by the analysis of prefer-

ence data messages during the paired arbitration
6
 of 

computers (PAComp); 

– Achieving various operational and technical in-

dicators simultaneously; 

– The self-sufficiency of supervisors (reservation 

of all redundancy management procedures); 
– Unified configuration support tools; 
– Unified selection procedures among heterogene-

ous configurations by structure and composition.

                                                           
4 Methods for forming and storing information about configura-

tions were considered in [17]. 
5 The paired arbitration of configurations is not described here. 
6 The paired arbitration of computers is not described here. 
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Fig. 2. The place and role of configuration supervisors in the COE architecture. 

 

 

4. REDUNDANCY MANAGEMENT OF COE  

The search domain V K  contains a finite, possi-

bly significant, number of combinations RQ of com-

puters rv  and configurations qm . In addition, poten-

tial solutions ( ,r qv m ) may have different technical 

characteristics from a large list. Therefore, the refined
7
 

comparative enumeration of all possible solutions 

seems to be the most efficient method. 

For the scalar criteria RI( )qm  and 
maxFEI , the paired 

arbitration of supervisors has sufficient universality 

and acceptable complexity. It guarantees the absence 

of looping and unambiguous determination of the 

leader ( opt,v m ). The disadvantage of such arbitra-

tion––the arrangement of all other solutions ( ,r qv m ), 

r   , optq  , without priority––is not critical: the  

problem statement requires the leader configuration 

only.  

All CSs qs  are placed in each computer rv , and 

any computer or configuration has no a priori ad-

vantage over the others. Moreover, the rules (6) and 

(7) are related. Therefore, we propose the following 

algorithm for the redundancy management system 

                                                           
7 No repetitions or ambiguous steps. 

(RMS) of the COE (Fig. 3). Its peculiarity is the se-

quence of three arbitration stages. 

The first stage is the arbitration of computers 

(phase 1). The α-computer (selected in the previous 

cycle) or the α-backup (in the case of failure) executes 

the following functions: 

 It forms a group of ready-to-use computers. 

 It separates a pair of computers claiming to be α-

computers. 

 It preliminarily selects a candidate computer (α-

candidate) candv  in the separated pair using determinis-

tic, possibly discriminative, rules. The second comput-

er of the pair becomes the α-backup backv . 

 It initializes the computer candv . 

The second stage is the arbitration of supervisors. 

The computer candv  executes the following functions: 

 It performs the sequential paired selection of the 

DCS opts  from the set qs  considering RI( )qm  and

FEI( )qm  using PAConf procedures. 

 It initializes the selected DCS opts  by transferring 

the control functions. 

 It transmits the information about the selected 

DCS opts  from the computer candv  to the computer 

backv . This supervisor is renamed to opt. backs . 
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Fig. 3. The algorithm of RMS. 

 

The third stage is the arbitration of computers 

(phase 2). The computers of the selected pair execute 

the following functions: 

 They perform the final choice of the α-computer 

v  based on PAComp procedures: candv v  or

backv v . 

 In the case backv v , they initialize the com-

puter backv  (transition to the backup computer). 

 In the case backv v , they initialize the DCS

opt. back opts s  in the computer backv  (transition to the 

supervisor in the backup computer). 
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 They initialize the selected configuration

opt opts m  using the DCS opts  in the α-computer (stop 

the previous configuration and start the new configura-

tion for the next operation cycle of the COE). 

The RMS operates in cycles. On each cycle, arbi-

tration procedures are preceded by monitoring to form 

RI(mq) and FEI(mq) for the configurations in the cur-

rent operating conditions of the COE. Upon comple-

tion of the arbitration and activation of the winning 

configuration optm , the COE performs the intended 

tasks. A new operation cycle of the RMS begins after 

some time or upon detecting a failure (change of the 

COE mode). 

The loss of a computer or configuration in the cur-

rent-cycle arbitration (not ready, smaller efficiency) 

does not mean its elimination from further operation. 

Hence, the availability of components in another mode 

or after a failure (reboot) is possible; moreover, a weak 

configuration can be decisive in a critical situation. 

The solutions for different failures (including perma-

nent ones) are left to the monitoring and communica-

tion system. This issue goes beyond the scope of the 

paper. 

The PAConf and PAComp procedures are based on 

the mutual cross-analysis of preference data messages 

(for supervisors and computers, respectively). There-

fore, arbitration has required reliability. The failed ar-

bitration objects are determined using the preference 

matrices generated based on the RI, FEI, and identifi-

ers. These procedures require detailed consideration in 

a separate paper. 

5. AN ILLUSTRATIVE EXAMPLE 

Consider a hypothetical COE consisting of six 

components C1, ..., C6 with three consecutive resource 

groups. The first two groups have redundancy (two 

and three components). Figure 4 and the table below 

demonstrate the corresponding diagram in the five sit-

uations explained below. 

 

 

 
Fig. 4. Structural diagrams of a redundant COE: (a) normal operation in mode 1, (b) failure of component C1, (c) failure of component C1 and transition to 

mode 2, (d) failure of component C1, transition to mode 2, and failure of computer V1 (detectable or undetectable). 
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COE configurations 

Configurations RI of components in different situations 
FEI of 

configurations 

No. 
Connection 

diagram 

Situations A and D Situations B, C, and D Mode 1 

(situation 

A and B) 

Mode 2 

(situation 

C, D, or E) 
C1 C2 C3 C4 C5 C6 C1 C2 C3 C4 C5 C6 

1 C1 C3 C6 1 - 1  - 1 0 - 1 - - 1 6 0.6 

2 C1 C4 C6 1 - - 1 - 1 0 - - 1 - 1 5 5 

3 C1 C5 C6 1 - - - 1 1 0 - - - 1 1 4 4 

4 C2 C3 C6 - 1 1 - - 1 - 1 1 - - 1 3 0.3 

5 C2 C4 C6 - 1 - 1 - 1 - 1 - 1 - 1 2 2 

6 C2 C5 C6 - 1 - - 1 1 - 1 - - 1 1 1 1 

The computing means of the OICE include three 

identical computers V1, V2, and V3, each containing 

six CSs according to the number of configurations (the 

table). Two switches Sw1 and Sw2, controlled by su-

pervisors, connect different components in given con-

figurations. In addition, there are two operation modes 

of the COE, characterized by different FEI values of 

the configurations.  

Typical situations: 

A) Normal operation of the COE 

Mode 1 is implemented, and all components are 

operable (Fig. 4a). In the normal operation of the COE 

(no failures, fixed mode), the RMS performs the fol-

lowing actions on the first and subsequent cycles: 

The first stage of arbitration (in the DCS of the α-

computer V1, activated at the RMS start by default): 

 All three computers V1, V2, and V3 are included 

in the group of ready computers. 

 The computers V1 and V2 are separated into the 

pair (by their ordinal numbers). 

 The computer V1 is assigned the α-candidate, 

and the computer V2 is assigned the α-backup (by their 

ordinal numbers). 

 The computer V1 is initialized. 

The second stage of arbitration (in the computer 

V1): 

 The supervisor CS1 is selected as the DCS based 

on the PAConf procedure in the α-candidate by the 

greater FEI value. 

– The supervisor CS1 is initialized. 

– The information about the selected supervisor 

CS1 is transmitted from the computer V1 to the com-

puter V2. 

The third stage of arbitration: 

 The computer V1 is selected as the α-computer 

based on the PAComp procedure between the comput-

ers V1 and V2. 

 The computer V1 remains active. 

 The supervisor CS1 remains active in the com-

puter V1.  

 The supervisor CS1 in the computer V1 initializ-

es configuration no. 1. 

B) A failure in a COE component 

Mode 1 is implemented, and the failure of the 

component C1 is detected by the BCM (Fig. 4b). The 

RMS performs the following actions on the next op-

eration cycle: 

The first stage of arbitration (by analogy with situa-

tion A). 

The second stage of arbitration: 

 The supervisor CS4 is selected as the DCS based 

on the PAConf procedure in the α-candidate by the 

greater FEI value. 

– The supervisor CS4 is initialized. 

– The information about the selected supervisor 

CS4 is transmitted from the computer V1 to the com-

puter V2. 

The third stage of arbitration: 

 The computer V1 is selected as the α-computer 

based on the PAComp procedure between the comput-

ers V1 and V2. 

 The computer V1 remains active. 

 The supervisor CS4 is initialized in the computer 

V1.  

 The supervisor CS4 in the computer V1 initializ-

es configuration no. 4. 

Clearly, the PAConf procedure eliminates the con-

figurations containing the failed component C1 by the 

condition RI1 = 0. Configuration no. 4, finally selected, 

parries the failure of component C1 by engaging the 

backup (alternative) component C2. 

C) COE mode change 

The complex switches from mode 1 to mode 2, and 

the BiC means detect the failure of component C1 

(Fig. 4c). The RMS performs the following actions on 

the next operation cycle: 
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The first stage of arbitration (by analogy with situa-

tion B). 

The second stage of arbitration: 

 The supervisor CS5 is selected as the DCS based 

on the PAConf procedure in the α-candidate by the 

greater FEI value. 

– The supervisor CS5 is initialized. 

– The information about the selected supervisor 

CS5 is transmitted from the computer V1 to the com-

puter V2 and stored as the DCS-backup. 

The third stage of arbitration: 

 The computer V1 is selected as the α-computer 

based on the PAComp procedure between the comput-

ers V1 and V2. 

 The computer V1 remains active. 

 The supervisor CS5 is initialized in the computer 

V1.  

 The supervisor CS5 in the computer V1 initializ-

es configuration no. 5. 

Clearly, the PAConf procedure yields the winning 

supervisor CS5 since FEICS5  = 2 > FEICS4  = 0.2. At the 

end of the cycle, configuration no. 5 (corresponding to 

the DCS) is implemented. This configuration changes 

the COE functionality, adapting it to the mode change. 

D) A detectable failure in a computer 

Mode 2 is implemented, and the failures of the 

component C1 and the computer V1 are detected by 

the BiC means (Fig. 4d). When the BiC means detect a 

failure of the computer V1, the redundancy manage-

ment functions are transferred to the backup computer 

V2 on the next operation cycle of the RMS. This com-

puter performs the following actions:  

The first stage of arbitration: 

 The two remaining operable computers V2 and 

V3 are included in the group of ready computers. 

 Both computers V2 and V3 are separated into the 

pair. 

 The computer V2 is assigned the α-candidate, 

and the computer V3 is assigned the α-backup (by their 

ordinal numbers). 

 The computer V2 is initialized. 

The second stage of arbitration (by analogy with 

situation C). 

The third stage of arbitration: 

 The computer V2 is selected as the α-computer 

based on the PAComp procedure between the comput-

ers V2 and V3. 

 The computer V2 is initialized as the α-computer. 

 The supervisor CS5 is initialized in the computer 

V2.  

 The supervisor CS5 in the computer V2 initializ-

es configuration no. 5. 

E) An undetectable failure in a computer 

Mode 2 is implemented, the failure of the compo-

nent C1 is detected by the BCM, and the partial failure 

of computer V1 is not detected by the BiC means but 

identified during the PAComp procedure (Fig. 4d). 

The RMS performs the following actions on the next 

operation cycle:  

The first and second stages of arbitration (by anal-

ogy with situation C). 

The third stage of arbitration: 

The third stage of arbitration: 

 The computer V2 is selected as the α-computer 

based on the PAComp procedure between the comput-

ers V1 and V2. 

 The computer V2 is initialized as the α-computer. 

 The supervisor CS5 is initialized in the computer 

V2.  

 The supervisor CS5 in the computer V2 initializ-

es configuration no. 5. 

Thus, the RMS can be an additional check tool for 

the state of components: it identifies the failures unde-

tectable for the BiC means through the controlled er-

rors of forming preferred configurations (DCS).  

This example has explained the operation of the re-

dundancy management system based on configuration 

supervisors under controlled and uncontrolled compo-

nent failures (fault tolerance) and COE mode change 

(functional reconfiguration). 

CONCLUSIONS 

This paper has formulated an arbitration approach 

to manage the redundancy of COEs based on configu-

ration supervisors. The number of supervisors corre-

sponds to the number of competitive COE configura-

tions. Each supervisor summarizes information about 

the corresponding configuration, participates in arbitra-

tion, and performs all procedures to implement the 

winner configuration. 

This approach has several advantages:  

 the unified structure of redundancy management 

tools; 

 the flexible coverage of different, including 

unique, configurations; 

 the elimination (or significant reduction) of bot-

tlenecks in the redundancy management structures; 

 the selection of operable configurations with pre-

ferred operational and technical characteristics. 

Potential drawbacks of the approach include an ex-

cessive increase in the number of configurations (the 

number of CSs) and the expected certification difficul-

ties. However, this situation is objective, and its solva-
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bility looks optimistic. For example, a close problem––

the certification of modern integrated COEs with vir-

tual data channels––is already finding its solution. 
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